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Chapter 1

Welcome

Thank you for selecting the Payments Gateway (PG) system to process your financial
transactions. We at ACH Direct, Inc. (ACH Direct) appreciate your business and look
forward to a successful integration project.

The PG system processes financial transactions for merchants, including credit card,
recurring transactions (such as recurring payments), and electronic funds transfers
(EFTs). Once your system is properly set up and integration is complete, credit card and
purchase information will be entered at your point of purchase via card swipe or key
entry, then transmitted automatically to the PG system. There the system will process
the information and approve, deny or otherwise respond to the transaction, then return a
response to the point of purchase.

In addition to processing the transaction, the PG system allows your team to view
transaction details online as soon as they are complete via the Virtual Terminal website
at www.PaymentsGateway.net (subject to security clearance, which you control).

This guide is intended for use by your technical team or developer who has an

understanding of and experience with the following:

A Basic programming skills

A Basic integration skills and formats

A Yourinnhouse swipe card systembébs formats and pro
A SSL, Windows COM or RAW HTTP Data methods of data transmission

In addition to technical instructions, we have also included tips for running a successful
integration project, including best practices for integration setup, testing and go-live.

For assistance during integration, please contact please contact technicians at ACH
Direct.

After integration is complete, contact Customer Service at the following number:
888-235-4635, option 2.
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http://www.paymentsgateway.net/

The Integration Process

This process is used by:
A New customers who want to set up and integrate PG with their current payment
processing system.

A Current users of PG who wish to make changes to their delivery method or
messages.

The integration process includes the following stages:

Define Delivery Method
Define Message Composition
Testing

L

Going Live

This manual provides information you need to complete the integration process,
including many best practices wedOve | earned th
with integration projects.

For example, see the following tip.

Tip: Project Management Best Practices

It has been our experience that the clients who have the easiest, most trouble-free
integration projects usually assign an integration project manager. For this reason, we
recommend that all clients assign someone to manage their integration project.

In large organizations project managers are normally assigned full-time to integration
projects, but in smaller organizations, this is not necessarily so. For a smaller project, the
project manager may be the same person who performs the setup work, or perhaps the
manager of the technical team. The person assigned to take on the role of project
manager should be able to:

A Create a comprehensive list of tasks to be completed

A Create a list of needed resources (either full- or part-time), and work with
management to obtain those resources for the dates and durations needed

>\

Manage team members to ensure they complete all tasks on time
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A Be available on a full time basis, if needed, during the testing and go-live phases of
the integration project to ensure that:
G All testing is complete and thorough

G All staff members are trained on the new system, and
G Go-live is handled efficiently and is successful.

How to Use This Manual

First you must decide which delivery method is appropriate for your integration. In the
Define Delivery Method chapter, each method is described, along with
recommendations for their use and pros and cons for each.

The Message Composition chapter describes how to complete the second phase of
the integration process, composing messages using message types and associated data
fields. This chapter is an essential reference tool for any user setting up new messages,
but we also recommend that you supplement this chapter by adding your own notes
about the messages you create, what they mean within your organization, and what
action is to be taken when they are encountered.

The Testingchapter describes how to test the messag
options and test methods available on the test server. The importance of complete and

thorough testing cannot be overemphasized. It is the key to positive go-live experience

for your staff and will keep overall costs of integration low (in terms of time and effort

spent on training and troubleshooting problems).

The Go-Live chapter details the final steps in the integration process. When testing is

completed, all data can be moved from the test server to the live server, a process called

igloi ved or fAgoing live.o I f testing has been t
problem free.

We offer the Recommendations chapter to provide your team with additional best
practices information and suggestions about what types of documentation you should
create and maintain for your system administrator and users.

The Appendices offer additional details and reference information.

A Glossary is located near the end of the document to provide explanations of
unfamiliar terms, and an Index is provided to make this guide easier to use.
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Chapter 2

Message Delivery

The first stage in the integration process is selecting the correct message delivery
method for your situation. There are several options available for delivering messages:

A Direct Socket Interface (DSI): Our recommended method, this is the native method
for the PG system and is a Secure Sockets Layer connection

A Windows COM Obiject: If you use a Windows™ platform, you may use a COM object
to deliver transaction messages securely

A RAW HTTP Post: This method uses the HTTP POST protocol to securely deliver
messages, and this is not a preferred method. It is not as efficient since all
transactions are routed through the PaymentsGateway.net web server. We
recommend that you use this method only if:

G You are unable to do SSL operations, and
G You do not run on Windows platforms
A Other options

Each of these options is described in the following pages.

Direct Socket Interface

The Direct Socket Interface (DSI) delivery method is the native communication method
for the PG system, and uses the Secure Sockets Layer (SSL) protocol. Therefore,
authorization request messages are written to an SSL connection, and response
messages are subsequently read from an SSL connection. This is the preferred method
of message delivery since messages are transmitted directly to the transaction
processors.

It is important to note that when sending messages via DSI, the newline (hard return)
character must be used as the end-of-line (EOL) character. Also, test and live messages
will be sent to different ports.

Secure socket is connected

Transaction message text is written to socket

Response message text is read from socket

el K A

Secure socket is closed

Figure 2.1: Sequence of events for DSI transactions
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The DSI method may be i mplemented-sidesi ng the me
software, or CGI scripts using any programming language that supports secure sockets.

There are some coding examples in Perl, Java and PHP available on the ACH Direct

website for download.

NOTE:Be sure the appropriate ports are allowed t

Windows COM Object

Merchants using a Windows platform can use the PG COM object to deliver their
transaction messages securely. Messages sent and received will be newline delimited.
The calls to the COM objects will include an argument to indicate whether the message
is to be sent to the live or test server. The COM object comes in a zip file containing the
DLLs, installation instructions and some example code.

1. Concatenate message into a newline delimited string
Call COM object with message string and test/live indicator
3. Response message is returned by COM object

Figure 2.2-Basic COM object steps

Raw HTTP POST

This method uses the HTTP POST protocol to securely deliver messages. It is intended
for non-Windows merchants unable to do SSL operations but with access to HTTPS
routines. The use of this method is discouraged if DSI integration or use of the Windows
COM obiject is possible.

This method is not as efficient as the DSI method since all transactions are routed
through the PaymentsGateway.net web server.

URL encode the field values (to escape special characters)
Concatenate message into an ampersand delimited string

Set the message to be passed a
Perform the POST (URL provided to approved merchants)
Newline delimited response message is returned (not HTML)

gk lwINIE

Figure 2.3-Generic Raw POST steps

NOTE: This method is designed to be used to send POST messages from the
merchant 6s server, not from the customer s bro
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Other Methods

The DSI and COM object methods will suit the needs of most merchants integrating with
the Payments Gateway. Those merchants unable to use either of those or the Raw
POST method should contact technical support to discuss other integration solutions.
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Chapter 3

Message Definitions

This chapter describes how to create messages, including how to format, create content
and process PaymentsGateway.net messages.

Generally, there are rules for formatting messages correctly, and there are fields which

may be used to create content. A correct combination of formatting and fields creates an

acceptable message. To ensure your message is processed correctly by the PG system,

you must test them and have them certified by ACH Direct before they can be moved to

the Aliveo production server e(hgaurcdsystern)er ef or e ma

This chapter addresses the content and format of messages. Later, in the testing
section, wedl/l explain how to access the syste
here.

Tip: Document message meanings and follow-up instructions

You may find it easier to compose and document messages at the same time by drafting
messages in a word processing program. As you create messages, document the
purpose of each and who approved the content. This will make future maintenance
easier for you or whoever is responsible for maintenance.

We also recommend that someone in your organization document the purpose and
follow-up procedures for each message, for employee training purposes. This may be
done by whoever is responsible for training employees, or by the integration project
manager.

Formatting

PaymentsGateway.net messages are made up of pairs of name/value fields in the
following format: name=number. For example, a merchant ID field might look like the
following: pg_merchant_id=1000.
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Notes about formatting:

A Fields are always ASCII text; no binary data.

A Fields must be separated by a newline character when using the DSI and Windows
COM Object delivery methods, or an ampersand character when using other delivery
methods.

A Fields may be placed in any order.

pg_merchant_id=1000
pg_password=abc123
pg_transaction_type=20
pg_total_amount=1.00
ecom_hillto_postal_name_first=John
ecom_hillto_postal_name_last=Smith
ecom_payment_check_account_type=S
ecom_payment_check account=012345
ecom_payment_check_trn=123456789
pg_merchant_data_1=just a test

Figure 3.1-Example Message
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Message Composition

Specific types of transactions require that certain content be present for the transaction
to be successful. This section provides tables listing which fields are required for each
transaction type, along with a description of formatting and any other general
requirements for that transaction type.

The Type Indicator for Data Fields

In the following pages, each table includes a Type column/field. The entry in the Type

column indicates the expected format of the fi
Type column, the field is a numeric field. A list of value data types appears below, and

may be used to interpret the tables in this chapter.

Type | Description Characters allowed Case sensitive
M | Money 0-9 (and an optional period) N/A
N | Numeric 0-9 (no period) N/A
A | Alphanumeric any printable ASCII Yes
L | List-based value | value must be in the specified list No
D | Date Format: DD/MM/YYYY N/A
T | True/False ATRUEO or AFALSE No

Table 3.1-Field value data types

List-based values refer to an additional table that lists acceptable values. The value
used in the message must be one included in the value list.

True/False fields are considered false if there is no indicator present in the Type field of
the message.

Field Requirements

In the following pages, each table includes a Requirements column. The entry in the

Requirements column indicates the when (in what circumstances) the fields may be

used. For example, if there is an AMO in the
Some fields may have ntdhéd immntadt.ioo Whfe@o tfhars MmOa
of the field is explained in the description section that follows the table.

T
a

A list of value data types appears in the following table and may be used to interpret the
tables in this chapter.
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Code | Requirement Description

Mandatory Must appear

when

Optional

May appear

when

t alt
t abl

Conditional

See description for exact requirements

T OO0ILZ

Response Only

Only appears in response messages

Fields

Table 3.2-Requirement Definitions

The tables below list the four main field groups with their types and requirements.
Detailed information about how to use these fields is provided in subsequent sections of

this chapter.

Transaction Message Template

This group of fields makes up a template for the main portion of the transaction
message. It is used in conjunction with credit card or EFT addendum groups that follow.

Field Group Field Name Type | Requirements
pg_merchant_id N8 M
pg_password A20 | M
Header :
pg_transaction_type L M
pg_merchant_data_[1-9] A40 | O
pg_total _amount M M
pg_sales_tax_amount M C (PC)
pg_consumer _id Al5 | O
ecom_consumerorderid Al5 | O
ecom_walletid Al5 | O
pg_billto_postal_name_company A20 | O
ecom_billto_postal_name_first A25 | M
Customer/ ecom_billto_postal_name_last A25 | M
Order ecom_billto_postal_street_linel A35 | C (AVS)
Information | ocom billto_postal_street_line2 A35 | O
ecom_billto_postal_city A25 | O
ecom_billto_postal_stateprov A10 | C (AVS)
ecom_hillto_postal_postalcode Al10 | C (AVS)
ecom_billto_postal_countrycode A2 (@)
ecom_hillto_telecom_phone_number Al5 | C (AVS)
ecom_billto_online_email A40 | C (AVS)
pg_billto_ssn Al11 | O

©2005 ACH Direct, Inc.
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Field Group Field Name Type | Requirements

pg_billto_dl_number A20 | O
pg_billto_dI_state A2 @)
pg_billto_date of birth D (@)
pg_entered_by A20 | O
pg_schedule_quantity N9 C(R)
pg_schedule_frequency L C((R)
Recur -
pg_schedule_recurring_amount M C(R)
pg_schedule_start_date D C((R)
pg_customer_ip_address A80 | O
V. pg_preauth_no_decline_on_fail T O (P)
pg_preauth_decline_on_noanswer T O (P)
pg_avs_method N5 (@)

Table 3.3-Transaction Message Template

Header Fields

These fields identify the merchant and transaction type. There are nine additional
merchant data fields that will be echoed in the response message.

pg_merchant id-mer chant 6s si x digit | D code
pg password-mer chant 6s password
pg_transaction_type-indicates transaction type (see Table 10)

pg_merchant_data_[1-9]-nine fields returned with response fields

Customer/Order Information Fields

These fields contain the transaction details: order, amount and customer information.

pg_total _amount-amount to be charged/credited to customer

pg_sales_tax_amount-sales tax amount; required field for procurement card
transactions, optional otherwise

pg_consumer_id-assigned by merchant, returned with response
ecom_consumerorderid-assigned by merchant, returned with response
ecom_walletid-assigned by merchant, returned with response
pg_billto_postal name_company-company name

ecom_billto_postal name_first-c ust omer 6s first name
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ecom_billto_postal name lastcust omer 6s | ast name
ecom_billto_postal_street linel-cust omer 6s street address
ecom_billto_postal_street line2-c ust omer 6 s st meeessaryyaddr ess (i f
ecom_billto_postal city-cust omer 6s city

ecom_billto_postal_stateprov-c ust omer 6 s state (abbreviated)
ecom_bhillto_postal postalcode-c ust omer 6s ZI P code
ecom_billto_postal_countrycode-c ust omer 6 s country

ecom_billto_telecom_phone_number-c ust omer 6 s phone number

ecom_billto_online_email-c ust omer 6 s emai | addr ess
pg_billto_ssn-cust omer 6s soci al security number
pg_billto_dl_number-c ust omer 6s driver6s | icense number
pg_billto_dl_stateec ust omer 6s driverds | icense state of

pg_billto_date_of birth-c ust omer 6s date of birth (MM/ DD/ YYY

pg_entered_by-name or ID of the person entering the data; appears in the Virtual
Terminal transaction display window

(PC) i required for Procurement Card transactions, optional otherwise

(AVS) T required for AVS checks specified in the pg_avs_method field, optional
otherwise
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Recurring Transaction Templates

Recurring fields are used to establish a recurring transaction. Transactions will be
created and processed at the stated frequency (as long as the recurring transaction is in
an 0 a c te). The tbansactioag will be created and processed until the specified
qguantity is reached (if it is non-zero) or until the transaction is suspended or deleted by
the merchant. Voided and declined transactions do not count towards the specified
quantity.

If pg_schedule_recurring_amount is specified, the initial transaction will be for
pg_total_amount and the subsequent transactions will be for the specified recurring
amount. In this case, the initial transaction does not count towards the specified quantity.

The pg_schedule_start_date field is used with pg_schedule_recurring_amount and
indicates when the first recurring amount transaction should be created. If the start date
is on or before the day the initial transaction is processed, the next start date will be the
following day.

It is important to understand that recurring transactions submitted in this manner are
based on the initial approved transaction. This means that no recurring transactions will
be scheduled if the original transaction is declined. It also means that this method cannot
be used to create recurring transactions that do not begin at the time of submission.
Setting the initial amount to less than $1 will result in a decline from most credit card
processors/banks.

The recurring system cannot create recurring transactions to begin at a later date
without the initial transaction approved at time of submission. Setting the initial value to
zero will cause most credit card and bank processors to reject the transaction.

Simple monthly payments example

pg_total_amount=10.00
pg_schedule_quantity=12
pg_schedule_frequency=20

In this example, if the transaction is approved, 11 more $10 transactions will be
processed on the same day of the month that the initial transaction was approved.

Different recurring amount and deferred recurring start date example

pg_total_amount=100.00
pg_schedule_quantity=8
pg_schedule_frequency=20
pg_schedule_recurring_amount=25.00
pg_schedule_start_date=6/1/2005

In this example, if the initial $100 transaction is approved, 8 more $25 transactions will
be processed monthly beginning 6/1/2005.
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Recurring Transaction Fields

The following fields are used for processing recurring transactions:

pg_schedule_quantity-specifies the number recurring transactions

pg_schedule_frequency-specifies the frequency of the recurring transaction

Value | Frequency Period
10 weekly every seven days
15 biweekly every fourteen days
20 monthly same day every month
25 bi-monthly every two months
30 quarterly every 3 months
35 semiannually | twice a year
40 yearly once year

Table 3.4 Frequency Values for Recurring Transactions

pg_schedule_recurring_amount-specifies the amount of the recurring transactions if
different from the initial transaction

pg_schedule_start_date-specifies start date of the next recurring transaction, may only
be used with pg_schedule_recurring_amount(MM/DD/YYYY)

(R) -recurring transactions must have both pg_schedule_quantity and
pg_schedule_frequency, but pg_schedule_recurring_amount and
pg_schedule_start_date optional

Miscellaneous Fields

These fields are used by the processor for a variety of applications. The ATM Verify
uses the

product

default behavior.

Aipreaut ho

fields

to

Setting pg_preauth_no_decline_on_fail to TRUE will prevent accounts that fail
ver i f ipagpteduthmestfNEGO) fr om bei

ng decl

al |

ned

Setting pg_preauth_decline_on_noanswer to TRUE will cause accounts with ambiguous
result s pg (pfeauth_result=UNKO )

to be decl

ned.

Normally, accounts failing verification will be declined, but those that are unknown (due
to a non-patrticipating ABA or vendor error) are not declined. See Appendix B for more
information on ATM Verify.

The pg_avs_method field specifies the verification checks to be performed on the
transaction. See Appendix C for more information on AVS.
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Field Required for
ecom_billto_postal_street_linel CC street check
ecom_hillto_postal_stateprov all state checks
ecom_billto_postal_postalcode ZIP/state check, CC ZIP check
ecom_hillto_telecom_phone_number state/area code check
ecom_billto_online_email anonymous email check

Table 3.5-Fields required for AVS checks

pg_customer_ip_address-c ust omer 6s originating | P address
prevention in the future)

pg_preauth_no_decline_on_fail-transaction will not be declined if the preauthorization
vendor (i.e. ATM Verify) returns a negative result

pg_preauth_decline_on_noanswer-transaction will be declined if the preauthorization
vendor (i.e. ATM Verify) returns a non-positive result

pg_avs_method-specifies which AVS checks to perform (if any); makes some optional
fields

Credit Card Transaction Addendum

These fields are used in conjunction with the Transaction Message Template,
documented starting on page 14.

ecom_payment_card_type-credit card issuer from Table 5-Credit Card Issuer Types
below

ecom_payment_card_name-cardholder name as it appears on the card
ecom_payment_card_number-card account number
ecom_payment_card_expdate_month-numeric month of expiration (Jan = 1)
ecom_payment_card_expdate_year-four-digit year of expiration
ecom_payment_card_verification-CVV2/verification number

pg_procurement_card-indicates procurement card transaction, requires pg_sales_tax
and pg_customer_acct_code fields

pg_customer_acct_code-accounting information for procurement card transactions
pg_cc_swipe_data-magstripe data from track one or two

pg_mail_or_phone_order-indicates mail order or phone order transaction (as opposed
to an Internet-based transaction)

(PC) -pg_customer_acct_code required for procurement card transactions
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Type Issuer

VISA VISA

MAST | Master Card

AMER | American Express

DISC Discover Card

DINE Di ner 6s

Club

JCB JCB

Table 3.6-Credit Card Issuer Types

(FBIrec:gp Field Name Type | Comments
Ecom_payment_card_type L M
ecom_payment_card_name A50 M
ecom_payment_card_number N16 M
ecom_payment_card_expdate_month | N2 M

Credit ecom_payment_card_expdate_year N4 M

Card ecom_payment_card_verification N5 O
pg_procurement_card T O
pg_customer_acct_code Al7 C (PC)
pg_cc_swipe_data A80 O
pg_mail_or_phone_order T @]

Table 3.7-Credit Card Message Addendum

Electronic Funds Transfer Message Addendum

The following fields are used in conjunction with the Transaction Message Template,
documented starting on page 14.

ecom_payment_check trn-t r ansi t

rout i

ecom_payment_check_account-c ust omer 6s

ecom_payment_check _account_type-6 S &

fsavi

ng number ( ABA)

account

ngs or

ecom_payment_check_checkno-check number for POS transactions

pg_entry class_code-entry class code

number

6Co6 for
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Field Name Type | Comments
ecom_payment_check_trn N9 M
EFT ecom_payment_check_account N17 M
ecom_payment_check_account_type L M
ecom_payment_check_checkno N10 @]
pg_entry_class_code A3 @]

Table 3.8-Electronic Funds Transfer Message Addendum

Administrative Message Template

The Administrative Message Template may be used for various administrative

messages. The first four (shaded) fields are in the Header field group and described

starting on page 15.

pg_original_trace_number-the trace number returned by the original transaction to be

affected

pg_original _authorization_code-the authorization code returned with the above trace

number (voids and captures only)

(AC) -The pg_original_authorization_code field is only required for credit card and EFT

capture and void transactions.

Admin

Field Name Type | Comments
Pg_merchant_id N8 M
pg_password A20 | M
pg_transaction_type L M
pg_merchant_data_[1-9] A40 | O
pg_original_trace_number A36 | M
pg_original_authorization_code A80 | C (AC)

Table 3.9-Administrative Message Template
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Response Message Addendum

The following table lists fields that may appear in the response message. Some fields
are always present, some will be present if they were in the original message, and
others will be present based on other criteria including original message transaction

type.

The Comments column indicates in what circumstances the fields will appear in the
message.

Field Name Type | Comments

pg_merchant _id N8 Always present
pg_transaction_type L Always present
pg_merchant_data_[1-9] A40 Echoed if specified
pg_total_amount M Echoed if specified
pg_sales_tax_amount M Echoed if specified
pg_consumer_id Al15 Echoed if specified
ecom_consumerorderid Al5 Echoed if specified
ecom_walletid Al5 Echoed if specified
ecom_billto_postal_name_first A25 Echoed if specified
ecom_billto_postal_name_last A25 Echoed if specified
pg_billto_postal_name_company A20 Echoed if specified
ecom_billto_online_email A40 Echoed if specified
pg_response_type L Always present
pg_response_code A3 Always present
pg_response_description A80 Always present

pg_avs_result N5 Present if AVS method specified
pg_trace_number A36 Always present
pg_authorization_code A80 Present if authorization performed
pg_preauth_result L Present if preauth performed
pg_preauth_description A80 Present if preauth performed

Table 3.10-Response Message Definition
pg_response_type-single letter response that indicates the success or failure of a
transacti on: 6A0 means APPROVAL, 6D6 means DEC
occurred.

pg_response_code-three character code representing the transaction result (see the
tables in Appendix A)

pg_response_description-text description of transaction result
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pg_avs_result-five digits representing the outcome of the requested AVS checks (see
Appendix C for detailed information)

pg_trace_number-36 character code uniquely identifying the transaction
pg_authorization_code-approval code from the vendor providing authorization

pg_preauth_result-preauthorization check result (i.e. ATM Verify): POS means positive
result, NEG means negative result and UNK means that no information was available.

pg_preauth_description-text description of the preauthorization result

pg_preauth_neg_report-negative database response information (unformatted)
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